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CHAPTER 1

Deploying Microsoft Clusters in
Virtuozzo-Based Systems

Windows Server 2003 comes with two main built-in clustering technologies:

Microsoft Clustering Service (MSCS). This kind of clustering technology allows you to
provide high availability for your mission-critical applications (including the Virtuozzo
Containers 4.0 software itself) through the failover of resources. Running one and the same
application on two or more servers in the cluster helps ensure high application availability if
one of the servers fails. The clustering software controls the failover process so that the
application continues running on the second server, without any loss of data and without
interruption in service.

Microsoft Network Load Balancing (NLB). This kind of clustering technology allows you
to provide scalability and high availability for TCP- and UDP-based services and
applications (e.g. for Web servers and Terminal Services) by load balancing incoming IP
traffic across several servers in the cluster.

Virtuozzo Containers 4.0 allows you to deploy both types of clustering technologies in your
working environments. Detailed information on how you can do it is provided in the following
sections.



CHAPTER 2

Deploying MSCS Software in Virtuozzo-
Based Systems

The Microsoft Cluster Server (MSCS) software integrated into the Windows Server 2003
operating system is designed to provide greater availability and reliability for your applications
and services. In Virtuozzo Containers 4.0, you can make use of the MSCS technology in one of

the following ways:

= Create a cluster of two or more Virtuozzo Hardware Nodes that will host the Virtuozzo
Containers software including all its mission-critical services and Containers. If one

Hardware Node fails, another Node will take its responsibilities.

= Make Containers participate as full members in the MSCS cluster (like any other standalone
server running Windows Server 2003) and increase the availability of your mission-critical

applications.

The following subsections provide detailed information on both ways of the MSCS software

usage in Virtuozzo-based systems.

In This Chapter
Deploying Virtuozzo Failover CIUSEET ...........coiiiiie e 5
Creating Server Cluster From CONTAINEIS.........cccciveieeieeiie e e se e sree e see e 39

Deploying Virtuozzo Failover
Cluster

Virtuozzo Containers 4.0 allows you to use the Microsoft Cluster Service (MSCS) software for
creating a cluster of two or more Hardware Nodes that will host the Virtuozzo Containers
software including all its mission-critical services and Containers. If one Hardware Node in the

cluster fails, another Node will take its responsibilities.

To set up a Virtuozzo failover cluster, you should perform the following steps:

1 Decide on the cluster model that will best suit your needs.

2 Set up hardware for the cluster.

3 Configure all physical servers to participate in the cluster (hereinafter, we will also refer to

them as cluster nodes or nodes).

4 Set up an Active Directory domain and add the cluster nodes to it.

Note: You can also add the cluster nodes to an existing Active Directory domain, if you

have one.
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5 Set up a shared storage and connect it to the cluster nodes.
6 Create an MSCS cluster and add all your nodes to this cluster.

7 Set up a Virtuozzo failover cluster.

All the aforementioned steps are described in the following subsections in detail.

Designing Cluster Configuration

Before you can start deploying your Virtuozzo failover cluster, you should decide on the cluster
configuration that will meet your demands best of all. You can create Virtuozzo failover clusters
of one of the following types:

= Active/passive. This kind of cluster includes both active and standby nodes. The standby
nodes are only used if one of the active nodes fails.

= Active/active. In this kind of cluster, all Hardware Nodes act as active nodes, running the
Parallels Virtuozzo software and hosting a number of Containers. In the event of a failover,
all Containers running on the problem node are failed over to one of the healthy active
nodes.

The following subsections provide detailed information on both types of Virtuozzo failover
clusters.

Active/Passive Clusters

Active/passive clusters include both active and standby nodes. An example of an active/passive
cluster is a four nodes cluster where three nodes are active (i.e. running the Parallels Virtuozzo
Containers software and hosting a number of Containers) and one node is in the standby state
(i.e. waiting for an active node failure and ready to take the responsibility of its resources). An
active/passive cluster may also consist of five active cluster nodes and two standby nodes where
each of the active nodes is able to fail over to any of the two standby nodes.

The following picture shows you an example configuration of an active/passive cluster that can
be used to provide high-availability for your Parallels Virtuozzo Containers installations:

Note: We will use the given configuration throughout this section to demonstrate the Virtuozzo
failover cluster creation.
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Figure 1: Active/Passive Failover Cluster

In this clustering scenario:

The cluster comprises two active nodes (Active Node #1 and Active Node #2) hosting a
number of Containers and one passive node (Standby Node). All nodes in the cluster
have one and the same version of the Windows Server 2003 operating system and the
Virtuozzo Containers 4.0 software installed. If one Hardware Node in the cluster fails or
is taken offline as part of planned maintenance, the services and Containers from the
problem server are automatically failed over to the standby node.

All the nodes in the cluster are connected via Fibre Channel optical cables to a reliable
and fault tolerant shared SCSI storage device. It is used to store all the cluster
configuration data and Virtuozzo resources and allows access to these resources to the
active nodes in the cluster.

All the cluster nodes are located in the same Active Directory (AD) domain. A dedicated
server is set up in this domain to act as the domain controller (shown as Domain
Controller in the picture).
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Note: In our example we will create an Active Directory domain from scratch. However,
you can make use of an existing AD domain and include all your cluster nodes in this
domain.

Active/Active Failover Cluster

Starting with the update VZU400011, Parallels Virtuozzo Containers allows you to create
active/active failover clusters where all Hardware Nodes are acting as active nodes. The concept
of active/active clusters is based on the ability to simultaneously run more than one group with
Virtuozzo resources (i.e. with Virtuozzo-related services and Containers) on one and the same
Hardware Node. In such clusters, each node is capable of taking on the additional workload -
the failed over services and Containers - from a problem node along with running their own
version of Parallels Virtuozzo and hosting their own Containers.

Notes: 1. You can check the number of the latest Parallels Virtuozzo update installed on your
Node by opening Control Panel, double-clicking Add or Remove Programs, and navigating to
the latest Virtuozzo Containers update in the Currently installed programs table. If you have
update 11 installed, it will be shown as Parallels Virtuozzo Containers 4.0
update 400011. If you do not have this update installed, please refer to the Keeping Your
Virtuozzo Containers System Up-to-Date chapter of the Parallels Virtuozzo Containers 4.0 User's
Guide to learn how you can do it.

2. For detailed information on resource groups, refer to the Installing Virtuozzo Containers
Software on Servers Participating in MSCS Cluster section (p. 33).
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The following picture shows you an example of an active/active cluster configuration:
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Figure 2: Deploying Active/Active Failover Cluster

This clustering configuration is almost similar to that described in the previous section for an
active/passive cluster. The cluster comprises three nodes: Active Node #1, Active Node #2,
Active Node #3. All nodes are running one and the same version of the Windows Server 2003
operating system and the Parallels Virtuozzo Containers 4.0 software, located in the same AD
domain, and connected via Fibre Channel optical cables to a shared SCSI storage device.

However, as distinct from the active/passive configuration, all nodes in this cluster are active,
i.e. they host a number of running Containers. If one Hardware Node in the cluster fails or is
taken offline as part of planned maintenance, the Virtuozzo-related services and Containers
from the problem node are automatically failed over to one of the two remaining active nodes.
If, say, Active Node #1 hosting Container 101, 102, and 103 fails, all these Containers will be
moved to and started on either Active Node #2 or Active Node #3. The decision on where to
move the resources from the problem node is made by the MSCS clustering software.
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Setting Active/Active Failover Cluster to Work

The process of deploying an active/active Virtuozzo failover cluster slightly differs depending
on whether you are creating your failover cluster from scratch or transforming any of your
existing active/passive clusters:

= If you are creating a new Virtuozzo cluster, just follow the instructions given in the
following subsections to set up the cluster.

= |If you already have a Virtuozzo active/passive cluster and wish to transform it into an
active/active one, you need to complete the following steps:

= Reinstall Parallels Virtuozzo 4.0 on each passive node in the cluster by deleting the
current software version and installing it again using the instructions in the Installing
Virtuozzo Containers on Servers Participating in MSCS cluster section (p. 33).

= Install all available Parallels Virtuozzo 4.0 updates. Refer to the Keeping Your Virtuozzo
Containers System Up-to-Date chapter of the Parallels Virtuozzo Containers 4.0 User's
Guide to learn how you can do it.

Important! We highly recommend that you install the same set of Parallels Virtuozzo and
Windows Server 2003 updates on all nodes in the Virtuozzo failover cluster.

Active/Active Failover Cluster Restrictions

Before starting to deploy an active/active Virtuozzo failover cluster, you should have a clear
understanding of all limitations imposed on your virtual infrastructure by this kind of cluster:

= Virtuozzo failover clusters do not currently have a mechanism to correctly process
Containers with identical 1Ds. So, you should always see to it that all Containers residing on
all nodes in the cluster have different 1Ds.

= Containers failed over from a problem node to a healthy one make use of the OS and
application templates installed on the healthy node. So, to provide an error-free operation of
your Containers, make sure that all nodes in the cluster have the same set of OS and
application templates installed.

= Deploying an active/active cluster requires the proper hardware configuration of all cluster
nodes. As the resources from a problem node may be failed over to any of the remaining
active nodes, all nodes in the active/active cluster must have enough resources (CPU, main
memory, etc.) to take on the additional workload from a failed node and ensure adequate
performance in the case of a failover. If, however, any of the nodes does not have sufficient
resources to support this additional workload (e.g. the node's own services and Containers
consume the majority of system resources), it is recommended to deploy an active/passive
Virtuozzo failover cluster to avoid a degradation in your overall cluster performance.
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Setting Up Hardware for Cluster

In the next step, you should set up hardware for your cluster. This procedure consists of the
following main operations:

1

Deciding on the hardware to be included in the cluster. The amount and type of hardware
may vary depending on the purpose and availability requirements of your cluster. However,
the following type of hardware is always present in any cluster:

= cluster nodes represented by two or more physical servers capable of running the
Windows Server 2003 operating system;

= shared storage device usually represented by a common disk array on a SAN and used
to store all Virtuozzo-related data (Container data, templates, backups, etc.);

= switches (Fibre Channel or SCSI) providing client access to the cluster and enabling the
communication between each cluster node and the shared cluster storage.

Uniting all hardware components into one subnet and ensuring that each hardware
component can access all the other components in the subnet.

For more information about installing and configuring cluster hardware, please refer to
http://technet2.microsoft.com/windowsserver/en/library/32c40202-1043-4211-8dba-
bb57356f46811033.mspx?mfr=true.

To deploy our cluster configuration (see the previous section), we need the following hardware:

a shared SCSI storage device;
a switch;
fibre optic cables;

four physical servers capable of running the 32-bit version of the Windows Server 2003
operating system. Three servers will act as cluster nodes and one server will be used as a
domain controller.

All the physical servers in our example meet the following hardware requirements:
= Pentium IV processor;

= 1024 Mb of memory;

= 60 Gb of disk space;

= two network interface cards (NICs) for each cluster server and one network card for the
domain controller.

Configuring Physical Servers

After you have prepared the hardware, you should configure three physical servers for
participating in the cluster and one physical server for converting to a domain controller. To this
effect, perform the following operations:

1

Install the Windows Server 2003 (Enterprise or Datacenter Edition) operating system on
each server. The process of installing Windows Server 2003 is described in detail in the
documentation shipped with this operating system.

Note: All cluster nodes must be running the same version of the operating system - either
Windows Server 2003 Enterprise Edition or Windows Server 2003 Datacenter Edition.
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2 Configure the network adapters on all physical servers:
For each cluster node:

= Assign a static IP address to the first network adapter. This adapter will be used to
connect the server to the private network providing communication among all nodes in
the cluster.

= Assign a static IP address to the second network adapter. This adapter will be used to
connect the server to the public network (usually, your local area network). In
comparison to the IP address assigned to the first network adapter, this IP address must
belong to a different subnet.

For the domain controller:

= Assign a static IP address to the network adapter. This adapter will be used to connect
the domain controller to other servers in the Active Directory domain.

Setting Up Domain

In the next step, you should set up an Active Directory domain and make the servers members
of this domain. This procedure consists of the following steps:

1 Deploying an Active Directory domain.
2 Creating a domain administrator account.

3 Adding the cluster nodes to the domain.

All the aforementioned steps are described in the following subsections in detail.

Note: If you already have an existing Active Directory domain, you can add your cluster nodes
to this domain. In this case you can skip Steps 1 and 2 and proceed directly to Step 3.
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Setting Up Active Directory Domain

First, you should set up an Active Directory domain. To this effect, you need a dedicated
physical server capable of running the Windows Server 2003 operating system. This server will
act as a domain controller and have the Active Directory service installed.

To set up an Active Directory domain, you should perform the following operations on the
computer that is to serve as the domain controller:

1 Insert the Windows Server 2003 CD-ROM into the computer's CD-ROM or DVD-ROM
drive.

2 Click Start --> Run and execute the dcpromo command in the Run dialog to launch the
Active Directory Installation wizard.

In the Welcome to... window, click Next to proceed with the wizard.

In the Domain Controller Type window, select the Domain controller for a new domain radio
button and click Next.

5 In the Create New Domain window, select the Domain in a new forest radio button and click
Next.

Active Directory Installation Wizard Ed |
Create New Domain ’
Select which type af damain to create.

Create a new:

[ ‘Domair in & new forest

Select thiz option if thiz iz the firzt domain in your organization or if you want the new
domain b be completely independent of vour current forest.

" Child domain in an existing domain tree

If oy want the new domain bo be a child of an exizting domain, zelect this option.
For example, you could create a new domain named
headquarters. example. microzoft. com as a child domain of the domain

example. microzoft com.

" Domain tree in an existing forest

If your dan't want the new domain ko be a child of an exizting damain, zelect this
option. Thig will create a new domain tree that iz zeparate from any existing trees.

< Back I Ment » I Cancel

Figure 3: Creating and Configuring Active Directory Domain - Creating New Domain

6 In the Install or Configure DNS window, select the No, just install and configure DNS on this
computer radio button and click Next.

7 In the New Domain Name window, specify a full DNS name for the new domain and click
Next. You can choose any descriptive name you like. In our example we will assign the
mycompany . local name to the domain.
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Active Directory Installation Wizard Ed |

Mew Domain Mame /
Specify a name faor the new domairn.

Tupe the full DMS name for the new damain
[for example: headguarters. example. microgzoft com].

Eull DMS name for new domain:

mycampaty. local

¢ Back I MHest > I Cancel

Figure 4: Creating and Configuring Active Directory Domain - Specifying Domain Name

8 In the NetBIOS Domain Name window, accept the default domain NetBIOS name (it is set to
MYCOMPANY in our case) and click Next.

9 In the Database and Log Folders window, accept the default location
(C=\WINDOWS\NTDS) for the folders that will store the Active Directory database and log
files; then click Next.

10 In the Shared System Volume window, accept the default location
(C:\WINDOWS\SYSVOL) for the SYSVOL folder (this folder is used to store the server's
copy of the domain’s public files) and click Next.
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Active Directory Installation Wizard Ed |

Shared System ¥Yolume /
Specify the folder to be shared as the spstem wolume.

The S%SYOL folder stares the zerver's copy of the domain's public files. The contents
af the S%*SYOL folder are replicated to all domain controllers in the domain.

The 5%'5S%0OL folder must be located on an HTFS valume.
Enter a lacation for the SY5SWOL falder.

Eolder location:

CAWI DS Browse. .. |

¢ Back I MHest > I Cancel

Figure 5: Creating and Configuring Active Directory Domain - Creating SYSVOL Folder

11 In the Permissions window, select the Permissions compatible only with Windows 2000 or
Windows Server 2003 servers or operating systems radio button and click Next.

12 In the Directory Services Restore Mode Administrator Password window, specify an arbitrary
password for the Directory Services Restore Mode administrator. You will need this
password to boot the domain controller in Directory Services Restore Mode (e.g. if the
Active Directory service has failed or needs to be restored). When are ready, click Next.

13 The last window allows you to review the parameters provided by you on the previous steps
of the wizard. If you wish to modify any of the displayed parameters, click Back; otherwise,
click Next to start creating and configuring the Active Directory domain.

14 Restart the server.

For more information on creating and configuring Active Directory domains, please refer to
http://support.microsoft.com/kb/324753/en-us.
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Setting Up Domain Administrator Account

After you have created and configured the Active Directory domain, you should make a domain
administrator account. You will need this account in the next step when adding the nodes to the
domain.

To set up a domain administrator account, you should:

= create a new user on the domain controller;
= include the newly created user in the Domain Admins group.

First, you should create a new user account on the domain controller. To this effect, complete
the following tasks:

1 Log in to the domain controller.
2 Click Start, point to Administrative Tools, and click Active Directory Users and Computers.

3 In the left pane of the Active Directory Users and Computers window, expand the contents of
the newly created Active Directory domain (in our case it is mycompany . local).

Right-click the Users folder, point to New, and select User.
In the New Object - User window, do the following:
= Type your first and last names in the First name and Last name fields, respectively.

= In the User logon name field, type a name that will be used to log on to the Active
Directory domain. For example:

Mew Object - User |

g Create in:  mycompany. localdUzers

First name: I.-'i‘-.ndrew Initialz: I

Last name: IS itk

Full narne: I.-’-'-.ndrew Smith

Uzer lagon name:

IasmitH I (Empcompany. local j

Ilzer logon name [prewindows 2000];
IMYEDMF’.&'«NY'\ Iasmith

< Back I Hest » I Cancel

Figure 6: Setting Up Domain Administrator Account - Creating User

After providing the necessary information, click Next.
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6 Specify an arbitrary password for the domain administrator account and click Next.

Mew Object - User Ed |

g Create in:  mygroup.local/Uzers

Pazzword: I

Confirm pazswaord: I

v User must change passward at nest logare

[ User cannot change pazsword
[ Password never expires

[T Account is dizabled

¢ Back I Hest > I Cancel |

Figure 7: Setting Up Domain Administrator Account - Specifying Password

7 The last window allows you to review the parameters provided by on the previous steps. If
you wish to modify any parameters, click Back; otherwise, click Finish to create the domain
administrator account.

Now you should include the newly created account in the Domain Admins group, which will
allow this account to perform administrative tasks in the domain context. To this effect, do the
following:

1 In the Active Directory Users and Computers window (Start --> Administrative Tools -->
Active Directory Users and Computers), right-click the created user account and select
Properties.

Select the Member Of tab and click Add.
3 Inthe Select Groups dialog box, type Domain Admins and click OK.
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Select Groups EH

Select thiz object tupe:

IGrDups ar Built-in zecurity principals Object Types...

Erarn thig location;

Im_l,lu:u:umpan_l,l. local Locations...

Enter the object names to zelect [examples]:
Diomain &dming Check Mamesz

Fi6

Advanced... | k. I Cancel |

A

Figure 8: Setting Up Domain Administrator Account - Specifying Group
4 Click OK.

For more information on adding new users to Active Directory domains, please refer to
http://support.microsoft.com/kb/324753/en-us.

Adding Nodes to Domain

After you have created the Active Directory domain and the domain administrator account, you
should add all the nodes to the domain. This can be done as follows:

1 Log in to the first node you wish to add to the domain, right-click the My Computer icon,
and click Properties.

Select the Computer Name tab and click Change.
In the Computer Name Changes window, do the following:

= In the Computer name field, specify a server hostname. This name will be used to
uniquely identify the given node among other nodes in the cluster. By default, you are
offered to use the hostname assigned to the node during the Windows Server 2003
installation. However, we recommend that you change this hosthame to something more
descriptive (e.g. CLUSTERNODEL).

= Select the Domain radio button and type the domain DNS name (you specified this name
during the Active Directory domain). In our example the domain DNS name should be
set to mycompany . local.
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After providing the necessary information, your window may look like the following:

Computer Mame Changes ﬂ E |

'ou zan change the name and the memberzhip of thiz
computer. Changes may affect access to network resounces.

Cormputer name:

CLUSTERMODEN
Full cormputer name:
CLUSTERMODET.
bare... |
— Member of
* Domain:

Imyu:u:umpany.lu:u:al

" wiorkgroup:
IWDHKGHDLIF'

] I Cancel

Figure 9: Adding Nodes to Domain - Specifying Domain Name
When you are ready, click OK.
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4

In the Computer Name Changes window, type the username and password of the domain
administrator account and click OK.

21 x]

Computer Name Changes

=

b \:‘

Erter the name and password of an account with permission
ko join the domain.

Lser narne: Iﬁ | j J

Basswiord: I

Ik I Zancel

Figure 10: Adding Servers to Domain - Entering Logon Information

Click OK to close the displayed message welcoming you to the domain and then click OK
once more to close the Computer Name Changes window.

Restart the node.
Perform Steps 1-6 for all the remaining cluster nodes.

Connecting Servers to Shared Storage

Next, you should configure the shared storage and connect it to all your cluster nodes. The way
of configuring your storage device and connecting it to cluster nodes varies from vendor to
vendor. So, please refer to the vendor’s guidelines and recommendations to properly set up your
storage.

For your reference, we list below the general steps that you usually have to perform to configure
a shared SCSI device:

1

a b~ W N

Power off all your cluster nodes.

Prepare the necessary controllers for the shared storage bus.

Connect the SCSI device to the shared bus and then join the bus to your cluster nodes.
Power on the first cluster node.

Format all the disks on the cluster storage device as NTFS and configure them as basic
disks.

Partition the disks on the cluster storage device.

Pay special attention to the disk to be allocated to the cluster quorum resource. The quorum
resource maintains the cluster configuration data; so, we highly recommend that you use a
separate disk (ca. 500 MB in size) for this resource.
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7 Assign drive letters to the disks on the cluster storage device.

For more information about configuring shared storage devices in cluster environments, please
refer to http://technet2.microsoft.com/windowsserver/en/library/1bce08cc-2caf-417c-b53d-
035f57¢c4e78b1033.mspx?mfr=true.

Setting Up Cluster

Now you are ready to set up an MSCS cluster that will ensure the high availability of your
Virtuozzo Containers 4.0 installations. The process of setting up this kind of cluster comprises
the following steps:

= creating the Cluster Service user account on the domain controller;
= creating the MSCS cluster and configuring the first cluster node;
= configuring all the remaining nodes in the cluster.

These steps are described in the following subsections in detail.

Creating Cluster Service User Account

Before creating an MSCS cluster, you should create a domain user account under which the
Cluster service (a special service responsible for managing all cluster-related activities) will run.
You will need this account later on when making the MSCS cluster and joining all your nodes
to it.

To make a Cluster service account, do the following:

1 Log in to the domain controller.
2 Click Start, point to Administrative Tools, and select Active Directory Users and Computers.

3 Inthe left pane of the Active Directory Users and Computers window, expand the contents of
the domain.

Right-click the Users folder, point to New and select User.
In the displayed window, do the following:

= type arbitrary names in the First name and Last name fields (the choice of these names is
not important for the account being created);
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= in the User logon name field, type a descriptive name that will be used to log on to the

cluster (e.g. ClusterService):

Mew Object - User

g Create in:  mycompany. localdUzers

]|

First name: IJ ack, Initialz: I

Last name: IBru:uwn

Full narne: IJ ack. Brown

Uzer lagon name:

IEIusterS erviced I @rnpcompany. local

Ilzer logon name [prewindows 2000];

[

IMYEDMF’.&'«NY'\ IEIusterSewice

< Back I Hest » I

Cancel

Figure 11: Creating Cluster Service User Account - Specifying Names

6 Next, specify a password for the domain account and click Next:

Mew Object - User

g Create inc mygroup.local/ zers

]|

Pazswaord: I

Confirm pasgwaord: I

¥ illzer must change password at nest logar

[ User cannot change pazsword
[ Password never expires

[T Account is dizabled

< Back I Hest » I

Cancel

Figure 12: Creating Cluster Service User Account - Specifying Password
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7 The last screen allows you to review the parameters provided by you on the previous steps.
If you wish to modify any settings, click Back; otherwise, click Finish to create the Cluster
service account.

Creating Cluster and Configuring First Cluster Node

The processes of creating an MSCS cluster and configuring the first cluster node take place
simultaneously and can be performed by doing the following:

1 Log in to any of your cluster nodes (this node will be registered as the first node in the
cluster).

2 Click Start --> Run and execute the cluadmin command in the Run dialog to launch the
Cluster Administrator application.

3 In the Open Connection to Cluster dialog box, select the Create new cluster item on the
Action menu and click OK to launch the New Server Cluster wizard.

In the Welcome to ... window, click Next to proceed with the wizard.
In the displayed window, provide the following information:

= In the Domain field, specify the name of the domain where the cluster will be located.
You specified this name during the Active Directory domain creation (in our example it
should be set to mycompany . local).

= In the Cluster name field, indicate an arbitrary name (e.g. Cluster) that will uniquely
identify the cluster in the domain:

]|

MNew Server Cluster Wizard

Cluster Name and Domain

Specify the name af the new zerver cluzter and the domain in which it will be g?
created. B

Select or kype the hame of the domain in which the cluster will be created. Only
computers in thiz domain can be members of the cluster.

Damair:

mycompany. local j

Type a cluster name that iz unique in the domain.
Thiz mugt be a valid computer name.

Cluzter name:

Clhuzter

< Back I Hest » I Cancel

Figure 13: Creating Cluster and Configuring First Node - Defining Cluster Name and Domain

When you are ready, click Next.
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6 In the Select Computer window, provide the hostname of the server that will be registered as
the first node in the cluster. By default, the wizard displays the hostname of the server you
are currently logged in to. Click Next to accept the default setting and start analyzing your

cluster configuration:

MNew Server Cluster Wizard

Select Computer
The computer must be a member of the domain vou specified.

E nter the name aof the computer that will be the first node in the new cluster.

Computer narme:

Browse...

[, |
[t |

CLUSTERMODET

Advanced

< Back I Hest » I Cancel

Figure 14: Creating Cluster and Configuring First Node - Specifying Hostname

7 If the configuration is correct, the progress bar turns green and the Next button becomes
available. Click Next to continue with your cluster configuration:
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New Server Cluster Wizard | x| |

Analyzing Configuration
Pleaze wait while the wizard determines the cluster configuration.

~' Checking for existing cluster

~' Establizhing node connection(s]

~' Checking node feasibiliy

~' Finding common resources on nodes
~' Checking cluster feasibility

HEEHKEEH

T azskz completed.

Wiew Log... | Dietailg.... | Ee-anal_uzel

Click. Mest to continue. Click Back to change the configuration.

< Back

Cancel |

Figure 15: Creating Cluster and Configuring First Node - Analyzing Configuration

8 In the IP Address window, indicate an IP address that will be used to access the cluster from
other servers in your network (e.g. for administrative purposes). This IP address should be
static and unique within the public network:

Mew Server Cluster Wizard
IP Addiess
Enter an IP address that cluster management tools will use to connect to the
cluster,
IP Address:

[

¢ Back I [dext Cancel

Figure 16: Creating Cluster and Configuring First Node - Indicating Cluster IP Address
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Click Next to continue.

9 In the Cluster Service Account window, enter the user name and password of the Cluster
service account created by you in the previous subsection:

]|

New Server Cluster YWizard

Cluster Service Account

Ewter login infarmation for the domain account under which the cluster sepvice wil gg
be run.

|zer name: IEIusterS ervice
Paggwmd: Ii.“‘.iii.“‘.il
Domair: Im_l,ln:nmpany.lu:ucal - |

@ Thiz account will be given local administrative rights on all nodes of this cluster ta allaw
for proper operation.

< Back I Hest » I Cancel

Figure 17: Creating Cluster and Configuring First Node - Entering Login Information

After providing the necessary information, click Next to log the node into the domain using
the specified credentials.

10 In the Proposed Cluster Configuration window, review the configuration parameters
provided by you on the previous steps of the wizard. If you are satisfied with the specified
parameters, click Next to create the cluster and join the first node to it. Otherwise, click Back
and modify the necessary parameters.

11 Click Finish to exit the wizard and open the Cluster Administrator application with the first
cluster node registered.

Adding Nodes to Cluster

The process of adding the second and all the remaining nodes to the MSCS cluster is almost
identical to that of setting up the first cluster node and is described below:

1 Log in to the node you wish to register in the cluster and launch the Cluster Administrator
application by clicking Start --> Run and executing the cluadmin command in the Run
dialog.

2 In the Open Connection to Cluster window, do the following:
= Under Action, select the Open connection to cluster item on the Action menu.
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= Under Cluster or server name, specify the name of the cluster you created in the previous
subsection. For example:

Open Connection to Cluster |

Action;

IEIpen connechion b cluster j

Cluster or server name:

IEIusted j Browse. .. |
ok I Canicel |

Figure 18: Configuring Nodes in Cluster - Connecting to Cluster

Click OK to connect to the cluster and display its configuration in Cluster Administrator.
Click File, point to New, and select Node to launch the Add Nodes wizard.
In the Welcome to ... window, click Next to proceed with the wizard.

In the Select Computers window, select the nodes to be added to the cluster:

Add Modes VWizard |
Select Computers g
The computers must be a member of the domain you zpecified. Q

3

E nter the namesz of the computers that will be added to the cluster.

Computer name; CLUSTERMODEZ Browse. ..

Selected computers: add

Hemove

U

Advanced

< Back I Hest = Cancel

Figure 19: Configuring Nodes in Cluster - Selecting Nodes

By default, the wizard offers to include in the cluster only the node you are currently logged
in to. The hostname of this node is displayed in the Computer name field (in our case this
node is assigned the hostname of CLUSTERNODEZ2). If you wish to add only the given node
to the cluster, click Add and then click Next. If you wish to join any other nodes to the
cluster, proceed as follows:
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= click Browse to display the following window:

Select Computers

Select thiz object twpe:

IEDmputers Object Types. ..

Erom thiz location:

Im_l,lu:u:umpan_l,l.h:u:al Locations. ..

Enter the object names to select [examples]:
CLUSTERWODEZ: CLUSTERNODESR LCheck Mames

FiE

Advanced... | ] I Cancel

i

Figure 20: Configuring Nodes in Cluster - Choosing Nodes to Add

» in the Enter the object names to select field, type the hostnames of those nodes that you
wish to add to the cluster and click OK. All the selected nodes will be displayed in the
Computer name field of the Select Computers window.

= Click Add and then click Next.

6 The wizard starts checking the configuration of the selected nodes and the cluster itself. If
everything is OK, the progress bar turns green and the Next button becomes available:

Add Modes Wizard

Analyzing Configuration
Pleasze wait while the wizard determines the cluster configuration.

~ Checking for existing cluster

~ Establizhing node connection(z]

~ Checking node feasibility

~ Finding common resources on nodes
~ Checking cluster feasibiliby

HEEHBEH

T askz completed.

Wiew Log... | Details... | Ee-anal_l,lzel

Click Mest to continue. Click Back to change the configuration.

< Back

Cancel |

Figure 21: Configuring Nodes in Cluster - Analyzing Configuration

Click Next to continue.
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7 In the Cluster Service Account window, type the password of the Cluster service account in
the Password field and click Next to log the node into the domain:

Add Modes Wizard

Cluster Service Account
Enter login information for the domain account under which the cluster zervice will

be rin.
Uszer name: IEIusterS EIyice
Pazzwiard: Iliiiiliiliiiilil
Diamair; Im_l,ln:u:umpany.lu:u:al - |

@ Thiz account will be given local administrative nightz on all nodes of this cluster to allow
for proper operation.

< Back I Hest = I Cancel

Figure 22: Configuring Nodes in Cluster - Entering Login Information

8 In the Proposed Cluster Configuration window, review the parameters provided by you on
the previous steps of the wizard. If you wish to modify any parameters, click Back;
otherwise, click Next to start adding your nodes to the cluster. The process is displayed in
the progress bar of the Adding Nodes to the Cluster window.

9 After the nodes have been successfully registered in the cluster, click Finish to exit the
wizard and open the Cluster Administrator main window with all the nodes registered in the
cluster.

Testing MSCS Cluster

You can use the following procedures to verify the availability of the newly created MSCS
cluster:

First Procedure (viewing cluster nodes in Cluster Administrator):

1 Log in to any of your cluster nodes and launch the Cluster Administrator application by
clicking Start, pointing to Administrative Tools, and selecting Cluster Administrator.

2 Connect to the newly created MSCS cluster:

= In the Open Connection to Cluster window, select the Open connection to cluster item on
the Action menu.

= In the Cluster or server name field, type the name of the cluster and click OK.
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3 Verify that all nodes registered in the cluster are listed in the Cluster Administrator main
window.

Second Procedure (checking the Cluster service availability):

1 On each cluster node, click Start, point to Administrative Tools, and select Services to launch
the Services snap-in.

2 In the right pane of the displayed window, verify that the Cluster Service service is
listed in the Services table and its status is set to Started:

i Services

File  Action View Help

""|||@|P P H Il m

el I._L|_| C .;||_.I

Services {Local)

Select an ikem to view its description. Mame 7 I Description I Status I -
Alerter Motkifies sel...

%.ﬁ.pplicatian Experie... Process ap... Started
%.ﬁ.pplication Layer ... Provides s...
%.ﬁ.pplicatiun Manage... Processesi...
8 ASP.MET State Ser...  Provides s...
%F&utumatic Updates  Enablesth..,
%Backgruund Intellig... Transfersf...
%Clipﬁmk Enables Chi...

Cluster Service Enables se...  Started
%COM+ Event System  Supports 5., Starked
%COM+ Syskem Appl... Managest...
%Cumputer Browser Maintains a...
%Cryptugraphic Serv... Provides th... Started
%DCOM Server Proc... Providesla...  Started

%DHCP Client Reqisters a...  Starked
-
_>|_I

&r Firbribu sbed ile o Trbrwnbee
. |

Extended ,.-{ Skandard ;"

Figure 23: Testing MSCS Cluster - Viewing Services

Third Procedure (testing the failover of cluster resources from one node to another):

1 Log in to any of your cluster nodes.

2 Click Start, point to Administrative Tools, and select Cluster Administrator to launch the
Cluster Administrator application.

3 In the left pane of the displayed window, expand the Groups folder and select Cluster Group
to view the cluster core resources. The information on these resources is presented in the
following table:

Column Name Description

Name The name assigned to the cluster resource.

State The current state of the cluster resource.

Owner The name of the cluster node currently hosting the cluster
resource.

Resource Type The type of the cluster resource.
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Description Additional information on the cluster resource.

4 Right-click the Cluster Group item, point to Move Group, and select the node where you wish
to move the cluster resources:

e T HEE
Flo Yiew Wik _
®) <18 X1l B 2afz=w |

o CLUS TER s ber mvpooarpany Jar ol

Figure 24: Testing Server Cluster - Selecting Node

The failover process completes successfully if the cluster resources are brought online on
the selected node (the name of this node should be displayed in the Owner field).
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Useful Links

The following resources may be of help to you when deploying an MSCS cluster in your
working environments:

For general information about deploying MSCS clusters, refer to the Designing and
Deploying Server Clusters document available at
http://technet2.microsoft.com/windowsserver/en/library/c14fd478-397a-47eb-ael5-
Obe4c5a322e01033.mspx?mfr=true.

For information about the quorum configuration, refer to the Quorum Drive Configuration
Information document available at http://go.microsoft.com/fwlink/?Linkld=48240.

For information about the quorum disk designation, refer to the How to Change the Quorum
Disk Designation document available at http://go.microsoft.com/fwlink/?Linkld=48244.

For information about possible network failures in Windows Server 2003 clusters, refer to
the Network failure and recovery in Windows Server 2003 Clusters document available at
http://www.support.microsoft.com/kb/286342/en-us.

For information about clustering in a SAN (Storage Area Network) environment, refer to
the Microsoft Windows Clustering: Storage Area Networks document available at
http://www.microsoft.com/windowsserver2003/techinfo/overview/san.mspx.

For information about troubleshooting clustering problems, refer to the Server Cluster
Troubleshooting document available at
http://technet2.microsoft.com/WindowsServer/en/library/549145e4-4f5d-4545-a9b5-
53ebd86d75911033.mspx?mfr=true.
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Installing Virtuozzo Containers 4.0 on Servers Participating in MSCS
Cluster

The procedure of installing Virtuozzo Containers 4.0 on servers (also known as nodes)
participating in an MSCS cluster slightly differs from that of installing the Virtuozzo Containers
software on standalone servers. Please use the guidelines below to correctly install Virtuozzo
Containers 4.0 on your cluster nodes:

1 Follow the installation procedures described in the Parallels Virtuozzo Containers Installation
Guide until the Virtuozzo Cluster Configuration window is displayed. In this window you
should specify a role you wish the Hardware Node to play in the cluster:

i'{%" ¥irtuozzo for Windows 4.0 - InstallShield Wizard x|
¥irtuozzo Cluster Configuration .%
-l
Select a bype of the duster node, s @
¥P o0

& cluster environment has been detected on wour server, Please specify a role wou wish the
server ko play in the cluster,

i~ Active node

{* Standby node

Insballshield

< Back

Cancel |

Figure 25: Installing Virtuozzo Containers - Choosing Node Type

You can choose one of the following options:

= Select the Active node radio button if you wish the server to operate as an active node in
the cluster. This node will host all relevant Virtuozzo resources and fail them over to a
standby node in the case of a failure.

= Select the Standby node radio button if you wish the server to operate as a standby node
in the cluster. This node will take control over Virtuozzo Containers 4.0 and its
resources in the case of an active node failure.

When assigning roles to your nodes in the Virtuozzo failover cluster, keep in mind the
following:

a You can choose any of the aforementioned options irrespective of the role played by the
server in the cluster before installing Virtuozzo Containers 4.0 on it.
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b Arole is not a permanent property of a cluster node, i.e. one and the same node can act
as both active and standby in different periods of time, irrespective of the role assigned
to the node during the Virtuozzo Containers installation. For example, a standby node
can become active when it takes control over the group responsible for keeping
Virtuozzo-specific resources in the event of an active node failure. In its turn, the failed
active node automatically becomes standby when it is taken online after its failure.

2 On the Resource Group Selection screen, choose a group for Virtuozzo-specific resources
that will be able to fail over to a standby node in the case of a failure:

i ¥irttuozzo for Windows 4.0 - InstallShield Wizard x|
Resource Group Selection ..b
L
Select a group For Yirtuozzo resources, s @
.‘..
YWirtuozzo Group Please select a resource group where
Cluster Group Virkuozza-specific resources are ko be

added, These resources will be Failed owver
ko a standby node if the active node
becomes inaccessible,

TnstallShield

< Back

Zancel |

Figure 26: Installing Virtuozzo Containers - Choosing Resource Group

The table on this screen lists all groups currently existing in your cluster and containing the
'Physical Disk' resource. The latter must be obligatorily present in a group to successfully
add the Virtuozzo resources to this group. The main Virtuozzo resources which are failed
over to a standby node in the event of an active node failure are given below:

= Virtuozzo VZFS Database;
= Virtuozzo Server,

= Parallels Agent;

= Parallels Agent Compat;
= Containerl.

Besides, any Container is registered as the Virtuozzo Container resource in the
cluster during its startup on the active node.

Note: This step is skipped if you are deploying Virtuozzo Containers 4.0 on a standby node.
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3  When specifying the location of Virtuozzo program files, Container data, and Virtuozzo
backups on the Locations of Virtuozzo Data and Program Files screen, keep in mind the
following:

All nodes in the cluster (both active and standby) must have the Virtuozzo program files
installed in one and the same folder (e.g. C:\Program
Files\SWsoft\Virtuozzo).

For each active node in the cluster, Virtuozzo Containers 4.0 allows you to store
Container data and Virtuozzo backups only on one of those disks that are registered in
the resource group you specified on the Resource Group Selection screen (see Step 2
above).

When choosing a disk for storing Container data and Virtuozzo backups, make sure that
this disk has a drive letter assigned to it. Otherwise, a warning message will be
displayed notifying you of this fact.

For all standby nodes in the cluster, you are not allowed to modify the location of
Container data and Virtuozzo backups since these nodes make use of the corresponding
folders created during the Virtuozzo Containers installation on the active node and only
in the case of an active node failure.

4 On the Virtuozzo Resource Group Configuration screen, configure the network parameters for
the resources group you chose for hosting Virtuozzo-specific resources (please see Step 2):

i ¥irtuozzo for Windows 4.0 - InstallShield Wizard x|
¥Yirtuozzo Resource Group Configuration .
.l
Specify the network, information to be used for accessing Yirtuozzo resources, l; ..
&

Flease indicate an IP address and netwark mask:

IP address: | || || || |

e [ )]

Flease specify a netwark name:

fvz-CLUSTER

Select one of the network connections the specified IP address belongs to;

IL::n:aI Area Conneckion 2 ;I

Installshield

< Back. I Mexk = l Cancel |

Figure 27: Installing Virtuozzo Containers - Configuring Resource Group Parameters

In this window you should define the following parameters to be used for accessing the
Virtuozzo resources:

In the IP address and Network mask fields, specify an IP address and network mask.
Please make sure that the indicated IP address is not already assigned to any other
resource group in the cluster.
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= In the Specify a network name... field, indicate a new network name. Please make sure
that this network name does not coincide with that already assigned to any other group
in the cluster.

= |n the Select one of the network connections... field, choose a network connection the IP
address specified in the IP address field belongs to.

Note: This step is skipped if you are deploying Virtuozzo Containers 4.0 on a standby node.

The other peculiarities that should be taken into account when installing Virtuozzo Containers
4.0 on cluster nodes are the following:

= A number of operations which are normally performed during the Virtuozzo Containers 4.0
installation on a standalone server are skipped when installing Virtuozzo Containers 4.0 on a
standby node (e.g. the step of installing Virtuozzo components and creating the Service
Container). This is explained by the fact that standby nodes do not have their own Virtuozzo
resources. They only can make use of the resources controlled by the corresponding active
node (e.g. in the case of an active node failure or when the active node is taken offline as
part of your maintenance plan).

= Make sure that a valid Virtuozzo license is installed not only on the active nodes but also on
all standby nodes participating in the cluster. Otherwise, your standby nodes will not be able
to take control over Virtuozzo Containers 4.0 and its resources in the case of an active node
failure.

Configuring Automatic Failback

By default, in the event of an active node failure, a standby node becomes active taking control
over the group hosted on the active node and keeping all Virtuozzo-related resources. After the
failure associated with the active node has been repaired and the node has been brought online
again, this node becomes standby. You can change this behaviour by enabling the Failback
feature, which allows the group to automatically fail back from a standby node to an active one
when the latter is taken online anew after its failure. To turn on the Failback feature, perform the
following operations:

= Log in to any of your cluster nodes and open the Cluster Administrator application by
clicking Start, pointing to Administrative Tools, and selecting Cluster Administrator.

= In the Cluster Administrator window, select the group keeping the Virtuozzo-related
resources, click the Properties icon, and select the Failback tab.

= Select the Allow failback radio button and choose one of the following:

= select the Immediately radio button if you want the group with Virtuozzo-related
resources to immediately fail back to an originally active node when it is brought online
again;

= select the Failback between... radio button and set the time interval after the expiry of
which the group will fail back to an originally active node.

For more information about the Failback feature, please refer to
http://technet2.microsoft.com/windowsserver/en/library/1c5c3a6c¢c-b64c-4e47-9¢c06-
2735809b76b91033.mspx?mfr=true.
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Adding Nodes to Virtuozzo Failover Cluster

Sometimes, you may wish to join additional nodes to your Virtuozzo failover cluster. For
example, this may be the case if you wish to increase the number of active or standby nodes
participating in the cluster or need to replace a broken node with a new one. The process of
adding a new node to a Virtuozzo failover cluster is identical to that of configuring any of its
original nodes and includes the following main operations:

Preparing all the necessary hardware for the node; see the Setting Up Hardware for Cluster
section for details (p. 10).

Configuring the node; see the Configuring Physical Servers section for details (p. 11).

Adding the node to the Active Directory domain; see the Adding Nodes to Domain section
for details (p. 18).

Connecting the node to your shared storage; see the Connecting Servers to Shared Storage
section for details (p. 20).

Adding the node to the Virtuozzo failover cluster; see the Adding Nodes to Cluster section
for details (p. 26).

Installing Virtuozzo Containers 4.0 on the newly configured cluster node; see the Installing
Virtuozzo Containers 4.0 on Servers Participating in MSCS Cluster section for details (p. 33).

Testing Virtuozzo Failover Cluster

You can check the availability of your Virtuozzo failover cluster by completing the following
tasks:

1
2

Log in to any of your cluster nodes.

Click Start, point to Administrative Tools, and select Cluster Administrator to launch the
Cluster Administrator application.

In the left pane of the Cluster Administrator window, expand the Groups folder and click the
name of the group storing Virtuozzo-related resources. The information on the displayed
resources is presented in the following table:

Column Name Description

Name The name assigned to the resource.

State The current state of the resource.

Owner The name of the cluster node currently hosting the
resource.

Resource Type The type of the resource.

Description Additional information on the resource.
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4 Right-click the group, point to Move Group, and select the node where you wish to move the

resources:
g Cluster Administrator - [AMDG4-CLUSTER ()] E
8 Fie View Window Help NEIE]
& 2ol XE| B = |zE
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Figure 28: Testing Virtuozzo Cluster - Selecting Node

The failover process completes successfully if all Virtuozzo-related resources are brought
online on the selected node (the name of this node should be displayed in the Owner field).
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Creating Server Cluster From
Containers

Parallels Virtuozzo Containers allows you to include Containers in a server cluster so that they
can act as full participants (nodes) in the cluster and provide high availability for your
applications and services. In Virtuozzo Containers 4.0, you can create an MSCS cluster in one
of the following ways:

= using a SAN (Storage Area Network)-based shared storage device and
= using a 'loopback file'-based shared storage device.

As is evident from their names, these ways differ from each other in the type of the shared
storage device to be used in the cluster. While the first way assumes using a shared physical
disk drive as a shared storage device, the second way requires the usage of a special loopback
file created on the Hardware Node and emulating a shared physical disk drive in the cluster.
Both ways of the MSCS cluster creation are described in the following subsections in detail.

Note: The examples used in the following subsections show only several possible cluster
configurations you may wish to deploy in your working environments. You can hold to these
configurations or work out your own ones and build your own cluster architecture.

Setting Up SAN-Based MSCS Cluster

Parallels Virtuozzo Containers enables you to create an MSCS cluster with a SAN-based shared
storage device which may include the following components:

= two or more Containers one of which is to act as an active node in the cluster and all the
other Containers as the standby ones. Keep in mind that all Containers participating in the
cluster must reside on different Hardware Nodes since one and the same shared storage
device on the Node (usually, a shared SCSI disk) can be forwarded to only one Container on
this Node.

= one or more Containers and any number of stand-alone servers running Windows Server
2003. For example, you can use a stand-alone physical server as an active node in the cluster
and a Container as the standby one which will take control over your mission-critical
applications in the case of an active node failure.

The following example demonstrates how to create an MSCS cluster which will include two
Containers and use a SAN-based shared storage device (a SCSI disk drive) as a cluster storage,
i.e. the place where your high-availability applications and all their data will be hosted:

1 Enable the MSCS support (which is disabled by default for all Containers on the Node)
inside the Container you wish to act as the active node in the cluster. To this effect:

= select the Virtuozzo Containers item under the corresponding Hardware Node name;
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= right-click the Container to be included in the cluster and select Tasks --> Configure
Support for Windows Cluster on the context menu:

ﬁ Configure Microsoft Server Cluster Support in “server102™

General

Select thiz check box to enable the Microzoft Cluster Server [FMSCS] zoftware to min
inzide the Container.

| | Enable suppart for MSCS software

& lizt of shared loopbacks and farwarded devices:

[Su:uuru:e | Destination | Size | Type | td azter Container

Add... Besize... Bemove, .

[ ok H Cancel ]

£

Figure 29: Management Console - Enabling MSCS Support

» in the displayed window, select the Enable support for MSCS software check box;
= click OK;
= if the Container is running, restart it for the changes to take effect.

2 Forward the shared SCSI disk to be used as a cluster storage to the Container. This can be
done as follows:

= select the Virtuozzo Containers item under the corresponding Hardware Node name;

= right-click the Container which is to act as the active node in the cluster and select Tasks
--> Configure Support for Windows Cluster on the context menu;
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= in the displayed window, click the Add button:

EMuunt Poink ﬂ

ou can forward a SC51 device from the Hardware Mode into pour Container.

(@) Forward the Hardware Mode device: [ HF M547000 "]

Y'ou can create a virtual SC51 drive inside your Container either by mounting an
exizting loopback file or creating a new one:

) Mount shared loopback file to: [ D: v]

— Loopback fle parameters

() Mount existing loopback file; [ ]

() Create new shared loopback:
Size: [E -2 | B - |

Irmage file narme; |{Lea~.-'e blank to generate autornatically: |

o) s

Figure 30: Forwarding Storage Device to Container

|
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= select the Forward the Hardware Node device radio button and choose the needed SCSI
device on the drop-down menu;

= click OK.

3 Log in to the Container via RDP and create an MSCS cluster. For example, you can do it
with the help of the New Server Cluster Wizard, which can be launched by executing
cluadmin.exe in the Run window (Start --> Run), or using the cluster.exe
command line utility.

Perform Step 1-2 for each standby Container to be included in the cluster.

Add each standby Container to the cluster running the Add Nodes Wizard on the
corresponding Hardware Node. To initiate the wizard:

= Select Start --> Run and execute cluadmin.exe in the Run window.
= In the Open Connection to Cluster dialog box:
select Add nodes to cluster in the Action list;

b in Cluster or server name, either type the name of the cluster, select its name on the
drop-down menu, or click Browse to search for the cluster.
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c click OK.
= Follow the instructions of the Add Nodes Wizard to register the Container in the cluster.

Note: All SCSI disk drives forwarded from the Hardware Node to a Container are not kept
during the Container migration.

Setting Up 'Loopback File-Based MSCS Cluster

Another way of creating MSCS clusters in Virtuozzo-based systems is to use loopback files as
shared cluster storage devices. These files are mounted inside the corresponding Containers and
emulate SCSI devices on a single SCSI bus inside these Containers. To create a cluster using a
loopback file as a cluster storage device, you should perform the following operations:

1 Decide on the Containers to be included in the cluster. Keep in mind that all Containers to
participate in the cluster must reside on one and the same Hardware Node (i.e. on the Node
where the corresponding loopback file is located).

2 Enable the MSCS support (which is disabled by default for all Containers on the Node)
inside the Container you wish to act as the active node in the cluster. To this effect:

= select the Virtuozzo Containers item under the corresponding Hardware Node name;

= right-click the Container to be included in the cluster and select Tasks --> Configure
Support for Windows Cluster on the context menu:

ﬂ Configure Microsoft Server Cluster Support in “server102"

General

Select thiz check box to enable the Microzoft Cluster Server [MSCS) software to run
inzide the Container.

[ | Enable support for MSCS softwars

A lizt af zhared loophacks and fanwarded devices:

[Scuun:e | Destination | Size | Type | b azter Container

Add... Besize... Bemove...

[ ok H Cancel ]

o

Figure 31: Management Console - Enabling MSCS Support

= in the displayed window, select the Enable support for MSCS software check box;
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click OK;

if the Container is running, restart it for the changes to take effect.

3 Create a loopback file to be used as the shared SCSI disk in the cluster. This can be done as
follows:

select the Virtuozzo Containers item under the corresponding Hardware Node name;

right-click the Container which is to act as the active node in the cluster and select Tasks
--> Configure Support for Windows Cluster on the context menu;

in the displayed window, click the Add button:
o Mount Point

'ou can formard a SCSI device from the Hardware Mode into pour Container.

() Eonward the Hardware Maode device: [ Mo devices to fonward | v]

Y'ou can create a wirtual SCS1 dive inside paur Container either by mounting an
existing loopback file or creating a new one:

(@) Mount shared loopback file to: [ D | - ]

—Loopback file parameters

() Mount existing laopback file: [ ]

() Create new shared loopback:

Size: [EI l%] [MB |']

Image file name: [<Leave blank to generate autarnatically: ]

(o) [ ol |

&

Figure 32: Management Console - Creating Loopback File

in the Mount Point window:

-select the Mount shared loopback file to radio button and, on the drop-down menu,
choose a drive letter under which the loopback file emulating the SCSI device will be
mounted inside the Container;

-create a new loopback file inside the Container by selecting the Create new shared
loopback radio button and specifying the size and the name of the loopback file;

-mount an existing loopback file from the Hardware Node by selecting the Mount
existing loopback file radio button, clicking the ... button, and specifying the path to the
needed loopback file in the displayed window.
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= click OK.
x]

Mew Partition Wizard

Assign Dnve Letter or Path
For easier access, pou can aszign a drive letter or drive path to your partition. ,

% Azzign the following drive letter:

= Mount in the following empty MTFS folder:

- ]
Browse... |

™ Do not assign a drive letter or drive path

¢ Back I Hest > I Carnicel

Figure 33: New Partition Wizard - Assigning Drive Letter

4 Log in to the Container via RDP and create an MSCS cluster. For example, you can do it
with the help of the New Server Cluster Wizard, which can be launched by executing
cluadmin.exe in the Run window (Start --> Run), or using the cluster.exe

command line utility.

5 Perform Steps 2-3 for each 'passive’ Container to be included in the cluster. When executing
Step 3, mount the same loopback file(s) as the one(s) mounted inside the active Container.
To this effect:

= select the Mount existing loopback file radio button in the Mount Point window;
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= click the ... button and, in the displayed window, specify the path to the needed loopback
file, for example:

Sopen 2
Look in: [ | - ] @
[Name | Size | Type | Date |.-’-'-.ttri|:|utes | Idzer | Group ]

_-.F'.-'i‘-.: 3.5 Floppy 1973-12-31 12:00 448 unknowvn ko
i Local Digk 1973-12-31 13:00 448 Administrators SYSTEM
D Local Digk 1973-12-31 12:00 448 Administrators SYSTEM
=1 Local Digh 1973-12-31 132:00 448 Administrators SY'STEM
@ F: CO Crive 1973-12-31 12:00 448 Evemone Everyone
File name: [ ] Open
File type: [ * afd; * iz | - ] []

Figure 34: Management Console - Mounting Existing Loopback File

Loopback files are located in the X:\vz\private\CT_ID folder on the Hardware Node
where CT_ID denotes the ID of the Container where the corresponding loopback file
was created.

= click Open and then click OK.
6 Add all standby Containers to the cluster using the Add Nodes Wizard. To initiate the wizard:
= Select Start --> Run and execute cluadmin.exe in the Run window.
= In the Open Connection to Cluster dialog box:
select Add nodes to cluster in the Action list;

b in Cluster or server name, either type the name of the cluster, select its name on the
drop-down menu, or click Browse to search for the cluster;

c click OK.
= Follow the instructions of the Add Nodes Wizard to register the Container in the cluster.

Notes: 1. A Container with a shared loopback file created inside cannot be migrated.

2. If a Container has one or more shared loopback files mounted (e.g. all standby Containers in
the example above), these loopback files will not be kept during the Container migration.
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CHAPTER 3

Setting Up NLB Cluster on Hardware
Node

In Virtuozzo Containers 4.0, any Container can act as a full participant in an NLB cluster. This
allows to deploy the following NLB cluster configurations in your network:

= an NLB cluster that includes two or more Containers residing on the same Hardware Node;
= an NLB cluster that includes two or more Containers residing on different Hardware Nodes;
= an NLB cluster that includes one or more Containers and physical servers.

The NLB clusters containing a number of Containers provide you with the same functionality as
the clusters uniting standalone servers only. For example, you can use the created NLB cluster
to balance incoming web-based traffic by splitting its load among several Containers to improve
response times and reliability, add new Containers to the cluster and remove existing ones, etc.
However, the procedure of creating an NLB cluster in Virtuozzo-based systems slightly differs
from that of setting up an NLB cluster containing dedicated physical hosts only and is described
below.

The following example demonstrates how to create an NLB cluster containing two Containers -
Container 101 and Container 102. So, if you experience the failure of, say, Container 101 in the
NLB cluster, you can still serve user requests on the remaining NLB cluster member - Container
102. To create such a cluster, you should perform the following operations:

1 Make sure that Container 101 and Container 102 are operating in the bridged mode and
bound to one and the same physical adapter on the Hardware Node. If they are not, please
turn to the Connecting Bridged Containers to Network section of the Parallels Virtuozzo
Containers User's Guide for the information on how you can do it.

Note: All participants of an NLB cluster, irrespective of whether it is a Container or a
physical server, should belong to the same broadcast domain. For Containers residing on the
same Hardware Node this can be done by simply configuring their network adapters to
operate in the bridged mode. If Containers reside on different Nodes, you should
additionally ensure that the physical adapters where the corresponding Container virtual
network adapters are bridged belong to the same broadcast domain.

2 Decide on the Container operation mode in your NLB cluster. By default, all Containers are
set to function in the unicast mode. To change the Container default mode to multicast,
proceed as follows:

= To set the multicast mode for Container 101, run the following command:
C:\.._ \Administrator>vzctl set 101 --nlb_mode multicast

= To set the multicast mode for Container 102, run the following command:
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C:\.. \Administrator>vzctl set 102 --nlb_mode multicast

Note: If your NLB cluster is operating in the multicast mode and client computers access it
through a router, make sure that the router can map the cluster IP address to the MAC
address associated with this IP address. If the router cannot, create the corresponding static
ARP entry in the router. For more information about NLB clusters operating in the multicast
mode, refer to the Network Load Balancing parameters: Cluster Operation Mode document
available at http://technet2.microsoft.com/windowsserver/en/library/57c24429-0268-4ed8-
afdf-fd4b0b6539b71033.mspx?mfr=true.

3 Assign valid IP addresses to Container 101 and Container 102, if you have not already done
so before. Let Container 101 have the IP address of 192.168.1.156 and Container 102
the IP address of 192.168.1.157. For example, you can do it by completing the
following operations in Parallels Management Console:

= Select the Virtuozzo Containers item under the corresponding Hardware Node name.
= Right-click Container 101 and select Properties on the context menu.
= On the Network tab of the displayed window, select the Network Adapters item.

» In the Interfaces table, select the Container virtual adapter and click the Properties
button:

= Go to the IP Settings tab of the Virtual Network Interface Properties window. For
example:

‘. Virtual Network Interface "venet0" Proper =

General | IP Settings [DNS |WINS ]

| | Do not assign P address to network interface

—|P Addreszes

() Get IP address from pool
(@) Enter [P addresses manually
IP address Subnet mask
10181810 255.255.255.0
| Add. || Edt. || Remove |

) (o |

&

Figure 35: Management Console - Assigning IP Address to Container

= Select the Enter IP addresses manually radio button, click the Add button, and type
192.168.1.156 in the IP address field of the displayed window. You can also
configure the subnet mask to be assigned to Container 101 by providing the necessary
value in the Subnet mask field.

= Click OK.
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= Perform the same operations for Container 102 and assign the IP address of
192.168.1.157 to it.

4 Add a 'virtual' (Cluster) IP address to Container 101 and Container 102. Let this ‘virtual' IP
address be 192.168.1.200:

= Add the cluster IP address to Container 101:
C:\.._ \Administrator>vzctl set 101 --cluster_ip 192.168.1.200 --save
Command “set” is successfully finished

= Add the cluster IP address to Container 102;
C:\.. \Administrator>vzctl set 102 --cluster_ip 192.168.1.200 --save
Command “set®” is successfully finished

5 Start the NLB service inside Container 101 and 102;

= For Container 101, issue the following command:
C:\.. \Administrator>vzctl set 101 --nlb yes --save
Command “set®” is successfully finished

= For Container 102, execute the following command:

C:\.._\Administrator>vzctl set 102 --nlb yes --save
Command "set” is successfully finished

Note: If you are planning to include more than 2 Containers in your NLB cluster, you
should execute Steps 2 and 4 for each Container to be joined to the cluster.
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6 Start Container 101 and Container 102 (e.g. using Parallels Management Console or the
vzctl start command).

Log in to Container 101 via RDP.

8 Inside Container 101, select Start --> Run and execute the nlbmgr .exe command to open
the Network Load Balancing (NLB) Manager:

E‘:.;Netwurk Load Balancing Manager =10l x|

File Cluster Host Options  Help

‘EE Metwark Load Balancing Chis | oy rer configuration for all known NLE clusters

Cluzster name | Cluzter IP address | Clhazter IP subnet mazk
Jd | S | i
Log Enkry | Date | Tirne: | luster Hiosk | Descripkion
ooo1 12.06.2007  1:41:12 MLE Manager session skarked

4| | 0

s

Figure 36: Launching NLB Manager

9 Create an NLB cluster using Network Load Balancing Manager and register two hosts

(Container 101 and Container 102) in this cluster in the same way you would do it on any
other standalone server.
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